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Abstract

In this article, we consider the state estimation problem of a linear time invariant system in
adversarial environment. We assume that the process noise and measurement noise of the system are [,
functions. The adversary compromises at most ~y sensors, the set of which is unknown to the estimation
algorithm, and can change their measurements arbitrarily. We first prove that if after removing a set of
2+ sensors, the system is undetectable, then there exists a destabilizing noise process and attacker’s input
to render the estimation error unbounded. For the case that the system remains detectable after removing
an arbitrary set of 2+ sensors, we construct a resilient estimator and provide an upper bound on the [,
norm of the estimation error. Finally, a numerical example is provided to illustrate the effectiveness of

the proposed estimator design.

I. INTRODUCTION

The increasing use of networked embedded sensors to monitor and control critical infras-
tructures provides potential malicious agents with the opportunity to disrupt their operations by
corrupting sensor measurements. Supervisory Control And Data Acquisition (SCADA) systems,
for example, run a wide range of safety critical plants and processes, including manufacturing,
water and gas treatment and distribution, facility control and power grids. A wide variety of
motivations exist for launching an attack on the such systems, ranging from financial reasons,
e.g., reducing the electricity bill, all the way to terrorism, e.g., threatening the life of possibly an

entire population by controlling electricity and other life-critical resources. A successful attack
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to such kind of systems may significantly hamper the economy, the environment, and may even
lead to the loss of human life.

The first-ever SCADA system malware (called Stuxnet) was found in July 2010 and rose
significant concern about SCADA system security [1], [2]. The research community has ac-
knowledged the importance of addressing the challenge of designing secure estimation and
control systems [3].

We consider a secure estimation problem inspired by security concerns that arise from the
possible manipulation of sensory data. We model the underlying system as a linear time invariant
system. The goal is to estimate the state of the system via the measurements collected by m
sensors, with the caveat that some of these measurements can be manipulated by a malicious
third party. The adversary can only manipulate at most v sensors due to resource limitations.
However, it has total control over the corrupted sensors, as it can change the measurements
of the compromised sensors arbitrarily. Our goal is to construct a “resilient” estimator, whose
estimation error remains bounded regardless of the noise process and the attacker’s action.

We first prove that if after removing a set of 27 sensors, the system becomes undetectable,
then no resilient estimator exists, which serves as a fundamental limitation on the estimation
performance. On the other hand, we provide a resilient estimator design when the system remains
detectable even after removing any arbitrary set of 2+ sensors. We further derive an upper bound

on the “worst-case” estimation error of the proposed estimator.

Related Work

The problem of detecting and isolating abnormalities in the systems has been extensively
studied in the literature. Bad data detection and identification techniques have been widely used
in large scaled systems such as power grids [4]. While such approaches are very successful in
detecting and removing random sensor failures, they are not effective against intelligent attacks.
Liu et al. [5] illustrate how an adversary can inject a stealthy input into the measurements to
change the state estimation, without being detected by the bad data detector. Sandberg et al. [6]
consider how to find a sparse stealthy input, which enables the adversary to launch an attack
with a minimum number of compromised sensors. Xie et al. [7] further illustrate that the stealthy
integrity attacks on state estimation can lead to a financial gain in the electricity market for the

adversary. In the context of dynamical systems, a substantial amount of research efforts has
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been devoted to Failure Detection and Identification (FDI) algorithms [8], [9]. Recently, FDI
techniques have been applied in the security settings by Pasqualetti et al. [10], [11], Sundaram
et al. [12] and Fawzi et al. [13] to detect and identify malicious behaviors in consensus networks,
power grids, wireless control networks and control systems.

On the other hand, robust estimation techniques can be used to generate the state estimation
which is resilient to uncertainties and abnormalities in the sensory data. For static estimation,
robust estimators such as M-estimator, L-estimator, R-estimator and etc. have been proposed and
widely studied [14], [15], [16]. However, these estimators usually assume that the outliers of the
sensory data are generated independently by some other probability distribution different from
the model assumptions, which may not hold in an adversarial environment. In security settings,
Mo and Sinopoli [17] propose a robust estimator design, which minimizes the mean squared
estimation error under the worst possible attack scenarios.

For dynamical systems, robust techniques such as H.., Ha, £; estimation and control have
also been an active research area for the past decades [18], [19]. Many researches in this field
assume that the noise or the disturbance of the system lies in a normed space, e.g., [y or [,
while the output of the system also belongs to a normed space. Hence, the whole system can be
viewed as a linear operator that maps the disturbance to the output. The goal of a robust design
is thus to minimize the induced operator norm of the system in order to minimize the effect
of the noise/disturbance on the system output. In security setting, we believe that it is more
reasonable to model the bias injected by the adversary on the sensory data as a sparse input
rather than a bounded input, since the adversary can change the compromised sensor readings
arbitrarily. Therefore, the result presented in this paper can be seen as a generalization of the
robust estimation framework to include both bounded and sparse disturbances.

The problem of dynamic state estimation in the presence of compromised sensory data has
also been studied in [13] for noiseless system and extended to system subject to bounded noise
and modeling errors in [20]. The main difference between the estimator design discussed in
this paper and the ones proposed in [13], [20] is that our estimator leverages all the sensory
data collected from time 0 to perform the state estimation. On the other hand, the estimation
proposed in [13], [20] only uses a finite history of the sensor measurements. As a result, in this
paper, we only requires the system to be detectable after remove any set of 2y sensors in order

to construct a resilient estimator, while in [13], [20], the requirement is restricted to the system
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being observable after the removal of an arbitrary set of 27 sensors.

The rest of the paper is organized as follows: Section II describes some preliminary result
on the [; operator norm of linear systems. Section III formulates the dynamic state estimation
problem with compromised sensory data. In Section IV, we prove a condition under which
no resilient estimator exists. When the condition fails to hold, we propose a resilient estimator
design and provide upper bound on its worst-case estimation error in Section V. The performance
of the proposed estimator is further illustrated via a numerical example in Section VI. Finally,

Section VII concludes the paper.

Notations

« Let N be the set of non-negative integers and C be the set of complex numbers. For any
x € C, denote its real part as Re(x) and its absolute value as |z|.

« For a discrete set Z, let |Z| be the cardinality of the set.

« For a vector z € R", denote {z}; = z; to be its iy, element. For a matrix M € R™*™,
denote { M }; to be its iz, row.

« We denote restriction of an infinite sequence {x(t)}+cn to its first 7" elements with z(0 : T'),
ie.,

z(0:7T) 2 (2(0),...,2(T)).
The infinity norm of the finite sequence x(0 : T') is defined as

. L .
|20 T)lloo = miax max|zi(t)].

The infinity norm of an infinite sequence x = (0 : co) is defined as
l[loc = sup max [a(t)].
teN  ?

We denote (7 as the space of infinite sequences of n-dimensional vectors with bounded
infinity norm. We will write [, when there is no confusion on dimension of the vector.

« For any matrix A € R™*". We denote its induced norm as

A
|All; = supw = maxz |-
T I

« Given a infinite sequence {(t)};cn, let supp(z) = {i : 3t s.t. 2;(t) # 0} and we define

||z[lo = |supp(x)].
« Let * be the convolution operator, i.e., y = K xu is defined as y(t) = S0 K(7)u(t — 7).
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II. PRELIMINARY

Consider a linear time-invariant (LTI) system
z(t+1) = Az(t) + Bw(t), z(0) =0 (1)
y(t) = Cx(t) + Dw(t),

with z(t) € R", w(t) € RP and y(t) € R™. The matrices A, B, C, D are real matrices with
proper dimensions. Define the following function H : N — R™*?:
D t=0
H(t) = . ()
CA™'B t>1
Hence, y = H * w. With slight abuse of notation, denote

A~ | A|lB
H=: : (3)
C|D
If A is strictly stable, H is a bounded operator with its /., induced norm being [19]:
p

Ylloo -
2 sup B2l o S5 ),

o0 [0 1isn = 4=

Therefore, for any ||w||« < &, we have
Iyl < [1H]|1e. )

On the other hand, if (A, C) is detectable, then we know there exists an K € R™ ™, such

that A + K C is strictly stable. Now consider the following linear estimator:
T(t+1)=Az(t) — K(y(t) — Cz(t)), (0) = 0. 5)
Define the corresponding estimation error and the residue vector as
e(t) = x(t) — 2(t), r(t) = y(t) — CE(t). (6)

The following lemma provides bounds on the e(t) and r(t):

Lemma 1. For the estimator defined in (5) with A + KC' is strictly stable, the following

inequalities hold:
llelloe < [[E(K)]1e, ©)

[Irlloe < IG(K)]]1e. ®)
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where

A+ KC|BLKD ]
E(K) = 7
I 0
A+ KC|B1LKD ]
G(K) =
c D

Proof. Manipulating (5), we have
e(t+1)=(A+ KCe(t) + (B+ KD)w(t), e(0) =0,
r(t) = Ce(t) + Dw(t).
Therefore, (7) and (8) can be derived from (4). ]

The following lemma characterizes the infinite norm of a finite sequence of the states:

Lemma 2. Consider system (1) with a detectable pair of (A,C) and ||w|| < e. If y(t) = 0 for
allt=0,1,---,T, then

2(0: T)||oo < inf || E(K)||.e 9)

K:A+KC strictly stable
Proof. The assumption that (A, C') is detectable implies the existence of K such that A+ KC'is

strictly stable. For such a stabilizing K, we construct a state estimator from (5). The condition

y(0: T) = 0 implies that z(0 : T') = 0. Therefore, by Lemma 1 we have

[2(0 = T)lloe = l2(0 = T) = 2(0 = T)loo = [l€(0 = Tl
(10)
< llelloe < IE(K)]1e.

Since (10) holds for all stabilizing K, we can take the infimum over all such K and get (9).

]
ITI. PROBLEM FORMULATION
We consider the state estimation problem for the following linear time invariant system:
x(t+1) = Az(t) + Bw(t), z(0) = 0,
y(t) = Cz(t) + Dw(t) + a(t), (11)
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where the state z(t) € R™ y(t) = [y1(1), ..., ym(t)]T € R™ is the sensor measurements at time ¢
from m sensors, where y;(t) is the measurement from sensor i. We denote the set of all sensors
as S = {1,...,m}. w(t) € R represents the process noise and measurement noise. We assume
that the matrix [g} is full row rank, which implies that the noise is exciting all states and
measurements. a(t) is the bias injected by the adversary.
In this paper, we make the following assumptions:
A.  The noise is l, bounded: ||w]|, < €.
B. The adversary can change the readings from at most v sensors. Therefore, the bias a(t)
satisfies ||a|lo < 7. Let us denote the set of compromised sensors as C C S. The set
of “good” sensors is denoted as G = S\C. If sensor 4 is a good sensor, then a;(t) = 0
for all 7.
We further assume that the system operator knows both € and «. However, it does not know

the exact set C of the compromised sensors.

Remark 1. One can also interpret the parameter v as a design parameter for the system operator,
in the sense that the system operator wants to design an estimator that can tolerate at most vy
compromised sensors. In general, increasing v will increase the resilience of the detector under
attack. However, a large v may result in performance degradation during normal operation when

no sensor is compromised.

A causal state estimator can be defined an infinite sequence of mappings f = (fo, fi, ... ),
where each f; maps past measurements y(0 : t — 1) to an estimate of the current state Z(¢), i.e.,

z(t) = fi(y(0:t —1)). We define e(t) to be estimation error at time t, i.e.,
e(t) £ x(t) — a(t) = o(t) — f(y(0: ¢ = 1)). (12)

Clearly, the sequence e depends on the noise process w, the bias a injected by the adversary
and the estimator f. As a result, we can write it as e(w, a, f,t). However, we will simply write
e(t) when there is no confusion. In this paper, we consider designing the estimator against the
worst w and a. To this end, let us define the worst-case estimation performance as
) = sup le(w, a, f,t)]]c- (13)
[wlleo <z, llallo<v, ¢

Definition 1. An estimator f is called an resilient estimator if p(f) < oc.
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The diagram of the estimation problem discussed in this paper is illustrated in Fig 1. In the
next section, we provide a condition, under which there exists no resilient estimator. Later in
Section V, we prove that if such a condition fails to hold, then we can construct an resilient

estimator. We further provide upper bound on p(f).

B w D
l 1 z l y . —
(21 — A) C Estimator —>¢—> €
| I
a

Fig. 1. Diagram of the Estimation Problem in Adversarial Environment. z~! is the unit delay.

IV. FUNDAMENTAL LIMITATION

In this section, we provide a condition under which there does not exist a resilient estimator.

Before continuing on, we need the following lemma:

Lemma 3. There does not exist a resilient estimator for system (11) if there exist infinite

sequences x, x', w, w', a, a, y and y' of proper dimension, such that the follwoing conditions

hold
1) z, a, w, y satisfy (11), with |jw| < € and ||al|o < .
2) o', d, W',y satisfy
2 (t+1) = A2/ (t) + Buw'(t), 2/(0) = 0,
() = Co/(t) + Du/(1) + (1),

with ||[w'|| < e and ||d'||o < 7.
3) y(t) =y'(t) for all t.

4) ||z — 2’| = 0.
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Proof. Let f be an arbitrary estimator. By the definition of e(w, a, f,t), we have
e(w,a, f,8) = a(t) = fily(0: ¢ — 1)),
e(w',d, f,t) = '(t) = fily'(0: £ = 1)).
Since y(t) = y/(t) for all ¢, we know that f;(y(0:¢—1)) = fi(v/(0: t — 1)). Therefore,
e(w,a, f,t) —e(w',d, f,t) = x(t) — 2'(t).

By triangular inequality,

le(w, a, f, )]l + lle(w’,d, f, )]0 = [J2(t) — 2'(t) oo
Since ||z — 2'||o = 00, we know that at least one of the following equality holds:

sup (10,0, 1) oo = 00, sup e, £, ) = ox

Therefore, by the definition of p(f), we know that p(f) = oo for all f, which implies the

nonexistence of resilient estimator. O]

To simplify notations, we introduce the following definition:

Definition 2. For any index set T = {iy,...,i;} C S, we define the projection matrix Pr to be
T !
PI = |:€i1 R 61‘[] eR Xm,

where ¢; is the ith canonical basis vector of R™. We further define the following vector yz(t)

by selecting the entries of y(t) with indices in L:

yr(t) = Pry(t).
Similarly, we define the following matrices:
Cr & P;C, D; & P;D.
We are now ready to state the main theorem on the nonexistence of the resilient estimator:

Theorem 1. Consider system (11) with assumption A-B. There does not exist a resilient estimator

if (A, Cx) is not detectable for some set K C S with cardinality |K| = m — 2.
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10

Proof. Let K be a subset of S with cadinality m — 2, such that (A, Cx) is not detectable. We
can find two index sets K1, Ko C S\K, such that

|IC1|:|’C2|:*}/,ICUIC1UIC2:S.

Since (A, C) is not detectable, there exists an unstable and unobservable eigenvector z € C”

and eigenvalue \ € C of the matrix A, such that
Az =Xz, Cxz =0, |\ > 1.
Since we assume that [ 5] is full row rank, we can find w, € C", such that

B z
W, =

D 0

Without loss of generality, we can scale z such that each entry of w, has its absolute value to

be no greater than ¢, i.e., [{w,};| < ¢ for all i. Now let us consider the following noise process:
)\t

t

One can verify that

|w[les < sup
ti

Since A is real, the corresponding sequence of the state x generated by w is given by

0 t=20
z(t) = :
t—1 T T S
Re [)\ <1+IM+ —i—wt_l)z} t>0
One can verify that |||/, = oo for both |A| > 1 and |A\| = 1. Now by the fact that C, D matrices

are real, we have
O]C.T(t) + D,Cw(t) =0.
Now let us construct a(t) = [ai(®) - am(t)]T, such that

0 1e KU ’CQ
—{C}Zl’(t) 1 E K:l
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11

Clearly ||al|o < |K1]| = 7. The corresponding y(t) satisfies

0 1€ KUK,
yi(t) = .

Now let us consider another sequences of noise w’ = 0. Therefore, the corresponding 2’ = 0.

Let us construct the bias a’ injected by the adversary as

0 1e KUK,
() = |
{C}ICL’(t) 1€ ICy

One can verify that ||a’|lo < |K2| = ~. The corresponding y/(¢) satisfies

, 0 1e LUK,
yi(t): .

{Chiz(t) i€y
\
Therefore, we have y = ¢ and ||x — 2'||oc = ||%||cc = 00, Which implies the nonexistence of any

resilience estimator by Lemma 3. [

V. ESTIMATOR DESIGN AND ANALYSIS

This section is devoted to the construction of a resilience estimator f and characterization
of the corresponding worst-case performance p(f). By Theorem 1, we know that the following

assumption is necessary for the existence of the resillient estimator.
C. (A, Cx) is detactable for any K C S with cardinality n — 2y

Therefore, we will assume that Assumption C holds throughout the section.

A. State Estimator Design

We propose the following estimator design for system (11) under the Assumption A-C.
1) Local Estimator and Detector: Let T = {iy, - ,i;,—~} C S be a index set with cardinality

n — 7. Denote the collection of all such index sets as

LE{ICS:|T|=m—~}.
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12

For any Z € L, Assumption C implies the existence of KZ such that A + KZC7 is strictly
stable. Therefore, we can construct a stable “local” estimator, which only uses the truncated

measurement yz(¢) to compute the state estimate':
Pt +1) = AP (1) — K (yz(t) = Cri* (1)), (14)

with initial condition 2Z(0) = 0.

For each local estimator, let us define the corresponding error and residue vector as
ef(t) 2 x(t) — 25(t), rH(t) £ yr(t) — Czat(t). (15)
we define the corresponding linear operators as follows:

A+ KIC; | B+ KtD;

EY(KT) £ ; . : (16)
[ A+ K7Cy | B+ K7D, |
GI(KT) & = = ~ = (17)
A v

By Lemma 1, we know that if az(t) = 0 for all ¢, i.e., if Z does not contain any compromised

sensors, then the following inequality holds:
17 oo < [IGH(ET) e (18)

As a result, we will assign each local estimator a local detector, which checks if the following

inequality holds at each time ¢:
170 1)lloe < [IGH(ED)|1e. (19)

If (19) fails to hold, then we know the set Z contains at least 1 compromised sensor and hence
the local estimate #7(¢) is corrupted by the adversary.
On the other hand, we call % (¢) a valid local estimate from time 0 to ¢ if (19) holds at time

t. We further define the set L(t) as

L(t) £ {T €S : (19) holds at time t}. (20)

Remark 2. Notice that (19) is only a sufficient condition for the index set L to contain compro-

mised sensors and it is not necessarily tight. One can potentially design better local detectors

'We use superscript notation for zZ and K7 in order to differentiate it from projection, which is written as subscript.
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13

to check if there exist compromised sensors in the index set I to provide better performance.

However, the local detector based on (19) is suffice for us to design a resilient estimator.

2) Global Data Fusion: We will then fuse all the valid local estimation 2% (¢) at time ¢ to
generate the state estimate Z (). Since we are concerned with the infinite norm of the estimation

error, we will use the following equation to compute each entry of Z(¢):

1
2i(t z—( in &7 (t 4115). 21
Ti(t) = 5 pin 7 (1) + max 77 (1) €2y

B. Upper Bound on the Worst-Case Estimation Error

We now provide an upper bound on the worst-case performance p( f) for our estimator design,

which is given by the following theorem:

Theorem 2. Under Assumption A-C, the state estimator described in Section V-A is a resilient

estimator for system (11). Furthermore, the following inequality on p(f) holds:

() < o (IEF(RD)s + 5o [57(KT) + 57 (K7 ) @)

where o is defined as

A—l—KC;c‘ {] K-‘

inf ,
K:A+KCy strictly stable ] ‘ 0
1

A
Oé]C:

and $*(K?) is defined as
BHET) £ max(||[K*||;, 1) |GF(EF) 1.

Remark 3. It is worth noticing that if T does not contain compromised sensors, then minimizing
the infinite norm of the local estimation error €X(t) is equivalent to minimizing ||E*(K?)||,. The
second term on the RHS of (22) exists since the estimator does not know which local estimate

can be trusted at the beginning.

Several intermediate results are needed before proving Theorem 2. We first prove the following

lemma to bound the divergence of the local estimates:

Lemma 4. For any two index sets T, J € L(T), the following inequality holds:

1350 : T) = 27(0 : T)|loo < e [B*(KT) + 7 (K7)]. (23)
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Proof. By (14), we have
4+ 1) = Adt(t) — K55 (t), 25 (t) = 0,
yz(t) = Cza*(t) + r*(1). (24)
Let us define X = Z N J, we know that
yc(t) = Cid (t) + Perrt(t),
where P 7 € R®IXIZ is the unique matrix that satisfies:
P = PczPr.

Now let us define ¢%(t) & —KZrZ(t) and ¢ (t) £ Pczrt(t). If t < T, we know that (19) holds

at time ¢, which implies that
17 (8) [0 < [IGF(KT)]|1e.

As a result,

¢z(t> S - 7 ()]0 = BT (K7 )e,
@ (1) Per

[e's] %

where we use the fact that each row of P 7 is a canonical basis vector in R/, Therefore, we

have
#(t+1) = AT + 1 0] qi(t) L #%(t) =0,
e (t
y(t) = Ced™(t) + [0 1} v 25)
P*(t)

Similarly, we have

27 (t+1) = Az (t) + [[ o] W(t;] , 27 () =0,

yrc(t) = Cxed? (t) + [0 [} : (26)
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with

J
") < BT (KT e, vt < T.
w7 (t)
Now let us consider Az (t) = 21(t) — 27(t). By (25) and (26), we know that
Z(+) —
ARt +1) = ANZ(t) + [1 o} VRVl BNYANINY

¢t (t) — ¢7(t)

0=ceda+[o A |77

Hence, (23) can be proved by Lemma 2. [
Lemma 5. Let ry,...,r; be real numbers. Define
1 .
T=§< axri—kmmri).

Then for any i, we have
1
Ir—r;| < §max|rj—7’i|. (27)
j

Proof. Without loss of generality, we assume that r; and r, are the largest and the smallest

number among all r;s respectively. Therefore,

1 1
r—ri:§(7’1—n)—§(n—r2).

Therefore, if 7y — r; > r; — r9, then
r—rd < - = 3 max|
— Ty =T —"r; s <\ —r;) = -1 T — Tyl
r—r r 5\ r 5 ]ax J
Similarly, one can prove that (27) holds when ry — r; < r; — 7ro. L]
Now we are ready to prove Theorem 2.
Proof. Let G € L be the set of good sensors. By Lemma 1, we know that

lv = &%l < |1 E(K)] e

Furthermore, G € L(t) for all t. At any given time ¢, assuming that the index set [ also belongs
to £(t). By Lemma 4, we have

129(t) = &7 (t)l|oe < e [BY(KT) + BT (K)].
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Therefore, by Lemma 5, we know that

Ji(t) — #°(6) | < 5 max 0% [5°(K7) + 5 (1K)

<%%¥ﬂﬂ”w%K%+ﬁﬁKﬂk

By triangular inequality, we have
le(®)lloe < 1B (K7)|1e (28)
1
- ((aNay-14 KQ J KJ
+ 5 maxa” V[V (KY) + BT (K ).
Thus, by taking the supremum over all possible “good” sensor set G, we can prove (22). [

Combining Theorem 1 and Theorem 2, we have the following corollary:

Corollary 1. A necessary and sufficient condition for the existence of a resilient estimator is

that (A, Cx) is detectable for any index set I C S with cardinality 2.

VI. NUMERICAL EXAMPLE

In this section, we provide a numerical example to illustrate our resilient estimator design.

We choose the following parameters for the system:

1
a=1,0=1,B=[1 00 0,D=[0 1].
1
We further assume that ¢ = 1 and v = 1. First, we consider designing a linear estimator

described in (5) in non-adversarial settings. Due to symmetry, we assume that the estimation
gain K = [0 0 9], where 0 € R. As a result, one can check that the /; norm of F(K) satisfies:

1+ 30|

BE(K)||, = — 17
12 = 7= 3

where |1 4+ 30| < 1 in order to ensure the stability of the estimator. The optimal 6, which
minimizes ||F(K)|;, is given by § = —1/3. The optimal |E(K)||; equals 2. Therefore, the

estimator for the non-adversarial environment can be written as:

Bt +1) = 2(t) + % [1 1 1} (y(t) — C(t)), #(0) = 0. (29)
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We now consider our resilient estimator design in adversarial environment. To this end, we
need to compute the gain K{1%, K23} K{31} Due to symmetry, we will only consider the

gain of the following form:
K12 = 28} _ {31} [u u} '

One can check that o = 2 for K = {1}, {2}, {3} and

1+ |2p] 1+ |2p]
1K) = 5 IGH(E) = 14—
= |1+ 2] = |1+ 2]
where 1 € (—1,0) to ensure the stability of the local estimator. As a result,
1+ |2p]
I(7T
K)y=14 ———.
FHED) 1— |1+ 2y
Hence, the upper bound on the worst-case estimation error is
1+ 24
<2+3x 30

The optimal p which minimizes the RHS of (30), is 4 = —0.5 and the corresponding upper
bound is 8.

We now compare the performance of the estimator (29) and the resilient estimator. To this end,
we randomly generate w(k) from a uniform distribution on the set ||w(k)||.c < 1. We assume
that the adversary compromise the first sensor and add an increasing bias a(t) = [0_515 0 0] T.
The trajectory of the estimation error of the estimator (29) and the resilient estimator is plotted
in Fig 2 and Fig 3 respectively.

One can see that the error for the estimator (29) grows linearly and becomes unbounded. On
the other hand, our resilient estimator will detect that the index sets {1,2} and {1,3} contain
the compromised sensor and hence discard the corresponding local estimates. As a result, the

estimation error remains bounded.

VII. CONCLUSION

In this paper, we consider the problem of estimating the state of a linear time invariant system,
which is driven by [, noise, in the presence of compromised sensory data. We prove a necessary
and sufficient condition for the existence of a resilient estimator. When such a condition holds,
we propose a resilient estimator design and provide an upper bound on its worst-case estimation
error. Future works include extending the noise model from bounded noise to stochastic noise

and investigating the computational aspect of the resilient estimator design.
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Estimation Error

Fig. 2. The estimation error of the estimator (29).
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Fig. 3. The estimation error of the resilient estimator. The blue, teal and black line correspond the estimation errors for 3
local estimators, while the red line is the estimation error after fusion. The teal and black line terminate at time 4 and time 12

respectively when the corresponding local detector detects a violation of (19).
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